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INTRODUCTION

The aim of this paper is to explore the role of the privacy audit as a mechanism for adding value to an organisation.  The definition of a privacy auditor provided by the Canadian Privacy Commissioner – “a new breed of investigator, auditor, records manager and EDP specialist” provides some insight into the skills required however it is my intention to focus on the benefits achievable from an audit perspective rather than the mechanics of the audit process.

An audit arising through a complaint handling process of a Privacy Commissioner’s Office is likely to be perceived in a negative light and often has an adversarial edge however increasingly audits are being commissioned on a voluntary basis to determine the potential exposure of current business practices.

In a jurisdiction like Australia where the private sector is recognising the inevitability of legislation which will impact the handling of personal information we are increasingly called upon to review current practices and compare them with codes of practice, International best practice and OECD guidelines with respect to information handling and privacy.

It is apparent that the audit process can achieve educational benefits to an organisation and its staff.  Whilst professional audit firms with the necessary skills are able to provide this service – regulators with an audit function that is not based purely on a complaint escalation process can also achieve a similar positive outcome from an audit process which seeks to educate rather than punish.

WHAT IS A PRIVACY AUDIT?

Conducting IT and security audits is a familiar role for most professional audit firms but recognising the difference between this traditional audit view and understanding the pervasiveness of a privacy audit is a significant step.

Where audit firms were accustomed to reviewing at a technical level a static type environment essentially associated with logical and physical access, change control and ongoing data integrity, the privacy audit concept ensures we are looking at organisation wide information life cycle processes.

Understanding the difference was an important breakthrough but in an unregulated private sector environment like Australia convincing organisations of the benefits of a privacy audit is a daunting task.

SO WHAT ARE THE BENEFITS?

Initial discussions centred on the promise that any CEO or board was interested in reducing the risk of exposing the organisation to bad publicity as a result of privacy breaches.  Easy work in the light of media attention to poor privacy practices of insurance companies, telcos, banks and retailers in the early 90’s.  Of course the morality of the media with respect to privacy practices is questionable but the beginnings of data matching, warehousing and crude data mining tools provided good copy.

Business however becomes immune after a while to the scare tactics of the doom sayer consultant and it takes an actual event or a business case to stimulate interest in issues at a senior level.  One of the best business case arguments with regard to voluntary privacy audits is that of insurance.  When talking to large multi national organisations providing essentially homogenous services, it is obvious from the early stages that they rely heavily on brand image to differentiate their product or service.  Whether perceived or real, the brand image is supported by huge advertising budgets, internal and external communications and general branding, positioning investment.  When analysing the cost of brand image it does not take long to acknowledge the benefit of insuring such a significant investment.  Insurance is a concept familiar to many of the senior management teams that will look for methods to ensure their advertising budgets etc are effective and are not undermined by other equally subjective means.

Insurance however is still perceived as reducing risk and considered almost negatively in terms of providing little value to business, the trend today certainly is toward adding value.  Can a privacy audit add value?

There are probably two ways to look at the value of good privacy practices.  In the first instance lets consider the E-commerce initiatives and business cases put forward by IT departments and marketing groups – all are predicated on achieving a certain level of sales.  If one was to look at the survey date provided by Privacy Commissioners around the world with regard to consumer concerns over privacy and security within the Internet environment, it does not take a lot to consider the value of good privacy practices if electronic commerce sales projections are discounted by 5% to 10% on the basis of lack of trust.

The other way in which good privacy practices can be viewed in adding value is to consider the statistical data gathered in recent times with respect to the value of good corporate governance, ethics and business practices.

The return in shareholder value in the last example and the increase in sales in the previous one are indicative of the fact that good privacy practices as identified by privacy audit procedures are indeed value adding and can be seen to be a positive initiative by management.

The process and methodology behind a privacy audit are not something which will be explained in this paper however there are a number of areas I believe are extremely important when considering privacy audit procedures.

GOOD PRIVACY PRACTICES

When commencing the privacy audit process, the most accepted starting point is a comprehensive risk assessment of the organisation and its activities.  Issues to consider in the risk assessment process are:

· Sensitivity of the data

· Collection processes

· Storage techniques

· Complexity of processing and interfaces

· Third parties

· Disclosure policies and procedures

· General security policies and procedures

In particular, our experience in the private sector has indicated that whilst policies and procedures might provide management with some comfort, the significant gap that exists in many organisations is the linkage to day to day operations with the appropriate training and line management accountability.  In fact, the survey results from the last three PricewaterhouseCoopers surveys on Australian corporate privacy practices have indicated that 80% of organisations that claim to have developed Privacy Policies and Procedures do not provide any training on these same policies.

HOT SPOTS

In performing privacy audits and risk assessments there are often some common areas where a privacy breach is more likely to occur.  In particular those groups in any organisation that deal directly with customers ie public affairs, call centres, receptionists, IT departments responsible for providing secure storage and transmission facilities, HR departments looking after employee details and finance departments authorising expense reimbursements are all common Hot Spots that would receive attention in the Risk Assessment Area.

For those Privacy Commissioner Offices that retain the statutory right to audit, some important considerations need to be given to the role of the privacy audit and the people who are conducting the assignment.

The privacy audit can be viewed as an adversarial compliance procedure or as outlined in the beginning of this paper one that actually adds tangible value to an organisation.  Through reputation assurance and an educated employee base, good privacy practices can deliver tangible value to an organisation – privacy audits assist in reinforcing and educating those in what are good privacy practices.

Examples:

· Telecommunications Company looking to maximise value prior to IPO.

· Pharmaceutical Company lobbying for part of Government health care network

· Loyalty programs maximising cardholder base at launch

· State Government department looking to link client data across service lines

· Credit organisations approaching regulators to show they have mended their ways

· IT outsource service providers to government departments.

CONCLUSION

Privacy audits and auditors may require a unique blend of skills and individuals but have been seen by many in the past in a purely negative manner.  As organisations mature in their overall approach to holistic risk management they are seeing the privacy audit as one of the tools that can actually add value to the business and provide management with another tool to create shareholder wealth.
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